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Inventory and
Control of
Enterprise
Assets
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Establishing an
Inventory of
Hardware
Assets

Comprehensive Asset Listing

Maintaining a detailed list of all
hardware assets provides full
visibility and control over the
infrastructure.

Risk Management Foundation

A hardware inventory is essential for
identifying vulnerabilities and
managing cybersecurity risks
effectively.



Monitoring and
Managing
Enterprise Assets

Continuous Asset Monitoring

Ongoing hardware monitoring helps detect anomalies
quickly to maintain asset integrity and performance.

Anomaly Detection

Timely identification of unauthorized changes reduces risks
and supports proactive management.

Risk Management and Lifecycle Control

Continuous monitoring supports risk mitigation and controls
the lifecycle of enterprise hardware assets effectively.



Mitigating Risks From
Unauthorized Devices

Network Access Controls

Implementing network access controls restricts unauthorized devices
from connecting to the system.

Endpoint Detection Systems

Endpoint detection systems monitor and identify unauthorized devices
operating within the network.

Security Policies Enforcement

Establishing policies prevents the introduction and operation of
unapproved hardware in the organization.
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Inventory and
Control of
Software
ASSsets



Maintaining an Up -to-Date Software Inventory
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Importance of Regular Updates

Regular updates keep the software inventory
accurate and complete, ensuring all applications
are accounted for.

Supports Vulnerability Assessments

An up-to-date inventory aids in identifying
security vulnerabilities across all enterprise
software.

Ensures Compliance

Maintaining current software records helps the
organization meet regulatory and compliance
requirements effectively.



ldentifying
Unauthorized
Software

Importance of Detection

Detecting unauthorized software reduces security risks and protects the system from
malware infections effectively.
Approved Applications Only

Ensuring only approved applications run maintains system integrity and prevents rogue
software execution.



Implementing Software
Management Policies

Clear Policy Establishment

Defining clear software management policies ensures consistent
guidelines for installation, updates, and usage.

Risk Reduction

Implementing policies minimizes risks from unregulated software
deployment and enhances security.
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Data Protection



Classifying and Labeling
Sensitive Data

Purpose of Data Classification

Data classification helps organizations identify and categorize
information based on sensitivity levels for better protection.
Security Controls Based on Sensitivity

Applying security controls tailored to data sensitivity ensures critical
information receives appropriate protection measures.




Implementing Data
Encryption and
Loss Prevention

Data Encryption Importance

Encryption protects sensitive data by
ensuring confidentiality during storage
and transmission across networks.

Loss Prevention Strategies

Data loss prevention detects and
prevents breaches or accidental leaks
to maintain data security and integrity.




Managing Data Retention and Disposal

Compliance Through Policies

Establishing clear data retention policies ensures
regulatory compliance and protects sensitive
information.

Cost Reduction Benefits

Efficient data retention reduces storage costs by
eliminating unnecessary data over time.

Secure Data Disposal

Secure data disposal minimizes risks of data
breaches and protects organizational data

integrity.




Maturity Scoring Key

INITIAL

20
(.5-10)

Ad Hoc,
unpredictable,
poorly
controlled,
reactive

REPEATABLE DEFINED
40
60
(1.5 t0 2.5) (2.5 to

Basic procebesefi ned
management and documented processes,
repeatable tasks proactive

MANAGED

80
3.50)3.5

InEFgrated,

an

measured and
controlled
processes

t

OPTIMIZED

100
o 44506

Continued
Improvement
and significant

automation

t

o



Secure
Configuration of
Enterprise Assets
and Software



Establishing
Configuration
Baselines

Definition of Configuration Baselines

Configuration baselines are established
standards for system and software
setups to ensure consistency and
security.

Purpose of Baselines
They ensure systems comply with best

practices and organizational security
requirements for reliable operations.
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Enforcing
Configuration
Standards

Consistency in Configurations

Ensuring configurations stay
consistent helps prevent errors and
maintain system reliability across
environments.

Minimizing Deviations

Reducing deviations from standards
limits vulnerabilities and supports
robust security measures.

Supporting Security and Compliance

Enforcement of standards underpins
security policies and ensures
compliance with regulations.




Monitoring for
Configuration Drift

Continuous Monitoring
Continuous monitoring tracks system

configurations to identify any deviations
from established baselines in real time.

Unauthorized Change Detection

Detects unauthorized or accidental
changes promptly to prevent security

breaches and maintain system integrity.

Rapid Remediation

Enables quick response and correction
of configuration drift to preserve
security and operational stability.
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Account
Management



Creating and Managing User
Accounts

User Account Provisioning

Processes for creating user accounts ensure access is granted
efficiently and securely.

Username

Role -Based Access Control

Access rights are assigned based on user roles and responsibilities to ey
protect sensitive information.

v, Remember me Forgot Password?




Reviewing Account
Access Regularly

Importance of Regular Audits

Regular audits ensure users have appropriate
permissions, preventing unauthorized access.

Reducing Privilege Misuse

Reviewing account access minimizes risks
associated with excessive or outdated privileges.
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Deactivating
Unused or Stale
Accounts

Account Deactivation Importance

Disabling unused accounts reduces
security risks by preventing
unauthorized access and insider
threats.

Preventing Exploitation

Inactive accounts can be exploited
by attackers if not properly
deactivated, increasing vulnerability.
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Access Control
Management



Implementing
Least Privilege
Principles

Minimized User Access

Grant users only the access they need
to perform their tasks effectively,
reducing security risks.

Limiting Damage Potential

Limiting access minimizes damage
from compromised accounts and
prevents insider threats from
escalating.

wmnfa®  “aaule

o I S oy e

el ol Y |
ol 50 bt bt (0 S b s T

v s Ml e oy B I Sl oy ey

\.,,__,.
s
23 o=

)

o

=

e
[

,-‘E."
\ :.

o I o I T o |

3
3

el oyl ey e o e R T
I o B B S oy o S

/_

.,_
Y |

o ol

wwni

oy Wl oy B oy I oy Il oy
"anala

*
et et =% I I S o S

=

(G
5

g
Rg¥3%
$2054~%

el =y

N
)

Il i I o I S o T
0 050 = e 50 50 b s )




Managing
Permissions for
Resources

Access Control Importance

Managing permissions ensures only
authorized users access sensitive
files, applications, and systems.

Permission Management Scope

Permissions must be carefully
managed across various resources
including files, apps, and entire
systems.

Internet Banking
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Controlling
Access to
Sensitive
Systems

Multi -Factor Authentication

Multi-factor authentication adds an
extra layer of security to verify user
identity before granting access.

Network Segmentation

Network segmentation divides
networks to isolate sensitive systems
and limit unauthorized access.
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Continuous
Vulnerability
Management



Scanning for
Vulnerabillities
Regularly

Importance of Regular Scanning

Consistent vulnerability scans detect
security weaknesses early to prevent
potential attacks.

Strengthening Security Posture

|dentifying gaps improves defenses
and reduces the risk of breaches and
cyber threats.




Prioritizing and
Remediating
Vulnerabilities

Risk -Based Prioritization

Focus on vulnerabilities with the
highest risk to reduce potential
iImpact effectively and efficiently.

Timely Remediation

Promptly addressing critical
vulnerabilities helps minimize security
breaches and operational

disruptions.



Accelerated Vulnerability Detection

Automation speeds up identification of security vulnerabilities for faster mitigation.

Reduced Manual Effort

Automating processes decreases reliance on manual tasks, enhancing efficiency.

- /__:;?j\\_;ifi:} 2 Improved Consistency

Consistent automated processes ensure reliable vulnerability management outcomes.
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Audit Log
Management



Centralized Log Collection

Collecting logs in a centralized system provides a unified view of all security events.

Improved Visibility

Centralization enhances visibility into security activities across the entire infrastructure.

Simplified Investigation

Centralized logs enable easier and faster forensic analysis of security incidents.
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Protecting Log
Data Integrity

Importance of Log Integrity

Maintaining log integrity is essential
to prevent tampering and ensure
trustworthy incident detection and
forensic analysis.

Role in Incident Detection

Protected logs provide reliable data
that enable accurate detect_ion and
Investigation of security incidents.




Monitoring and
Analyzing Log
Events

Active Log Monitoring
Continuous log monitoring allows
early detection of suspicious

activities to prevent security
breaches.

Timely Incident Response

Early detection through log analysis
enables quick incident response to
mitigate risks effectively.
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Email and Web
Browser
Protections



Implementing
Anti-Phishing
Measures

Employee Training

Regular training increases awareness and helps
employees identify phishing attempts effectively.

Email Filtering

Email filtering tools block malicious messages
before they reach usersn inbox:¢

Technical Controls

Technical controls like multi -factor authentication
and secure gateways reduce phishing risks.




Hardening Email and
Browser
Configurations

Secure Email Configuration

Setting email clients to block malicious attachments
and enable encryption protects against cyber
threats.

Browser Security Settings

Configuring browsers to disable risky plugins and
enable safe browsing reduces vulnerability to
exploits.

Mitigating Cyber Risks

Secure configurations in email and browsers

collectively mitigate risks from malicious content
and exploits.



